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Installation


Install the Kaspersky Add-on for Splunk


	Get the Kaspersky Add-on for Splunk by downloading it from Splunkbase [https://splunkbase.splunk.com/app/4656/] or browsing to it using the app browser within Splunk Web.


	Determine where and how to install this add-on in your deployment, using the tables on this page.


	Perform any prerequisite steps before installing, if required and specified in the tables below.


	Complete your installation.





Distributed deployments

Reference the tables below to determine where and how to install this add-on in a distributed deployment of Splunk Enterprise or any deployment for which you are using forwarders to get your data in. Depending on your environment, your preferences, and the requirements of the add-on, you may need to install the add-on in multiple places.


Where to install this add-on

Unless otherwise noted, all supported add-ons can be safely installed to all tiers of a distributed Splunk platform deployment. See Where to install Splunk add-ons [http://docs.splunk.com/Documentation/AddOns/released/Overview/Wheretoinstall] in Splunk Add-ons for more information.

This table provides a reference for installing this specific add-on to a distributed deployment of Splunk Enterprise.









	Splunk platform component

	Supported

	Required

	Comments





	Search Heads

	Yes

	Yes

	Install this add-on to all search heads.



	Indexers

	Yes

	Optional

	Required for the parsing operations (sourcetype renaming) if the data is not coming from a heavy forwarder.



	Heavy Forwarders

	Yes

	Optional

	Required for the parsing operations (sourcetype renaming).



	Universal Forwarders

	Yes

	Optional

	








Distributed deployment compatibility

This table provides a quick reference for the compatibility of this add-on with Splunk distributed deployment features.








	Distributed deployment feature

	Supported

	Comments





	Search Head Clusters

	Yes

	You can install this add-on on a search head cluster for all search-time functionality.



	Indexer Clusters

	Yes

	


	Deployment Server

	Yes

	Supported for deploying via Deployment server.











Installation walkthroughs

The Splunk Add-Ons manual includes an Installing add-ons [http://docs.splunk.com/Documentation/AddOns/released/Overview/Installingadd-ons] guide that helps you successfully install any add-on to your Splunk platform.
For a walkthrough of the installation procedure, follow the link that matches your deployment scenario:


	Single-instance Splunk Enterprise [http://docs.splunk.com/Documentation/AddOns/released/Overview/Singleserverinstall]


	Distributed Splunk Enterprise [http://docs.splunk.com/Documentation/AddOns/released/Overview/Distributedinstall]


	Splunk Cloud [http://docs.splunk.com/Documentation/AddOns/released/Overview/SplunkCloudinstall]












          

      

      

    

  

    
      
          
            
  
Release Notes


v0.1.0 - August 2019


	Public release to Splunkbase










          

      

      

    

  

    
      
          
            
  
Requirements


	Kaspersky Security Center 10 or newer


	Splunk 7.0 or newer








          

      

      

    

  

    
      
          
            
  # Kaspersky TA for Splunk

## Install
- Install both the TA in the search heads and indexers (or fowarders)
- Setup a TCP input pointed to index an (e.g. kaspersky) with the sourcetype kaspersky:leef
- Configure Kaspersky Security Center to send logs to you splunk instance via syslog using the LEEF (Q1 Radar) option (other formats will be available in the future)

## Roadmap
- Include extractions in case of CEF format being used
- Add missing event types for sourcetype renaming

## Docs

From Kaspersky support website:
https://support.kaspersky.com/9323

### Log types
GNRL - General
KLNAG - Network Agent
KLAUD - Audit
KLPRCI -
KLSRV - Server Administration
KLBL -

### Event types
GNRL_EV_ATTACK_DETECTED
GNRL_EV_DEVCTRL_DEV_PLUGGED
GNRL_EV_DEVCTRL_DEV_UNPLUGGED
GNRL_EV_LICENSE_EXPIRATION
GNRL_EV_OBJECT_BLOCKED
GNRL_EV_OBJECT_DELETED
GNRL_EV_OBJECT_NOTCURED
GNRL_EV_OBJECT_QUARANTINED
GNRL_EV_PASSWD_ARCHIVE_FOUND
GNRL_EV_SUSPICIOUS_OBJECT_FOUND
GNRL_EV_VIRUS_FOUND
KLAUD_EV_OBJECTMODIFY
KLAUD_EV_SERVERCONNECT
KLNAG_EV_DEVICE_ARRIVAL
KLNAG_EV_DEVICE_REMOVE
KLNAG_EV_INV_APP_INSTALLED
KLNAG_EV_INV_APP_UNINSTALLED
KLNAG_EV_PATCH_INSTALLED_SUCCESSFULLY
KLNAG_EV_PATCH_INSTALL_STARTING
KLPRCI_TaskState
KLSRV_EVENT_HOSTS_NEW_DETECTED
KLSRV_EVENT_HOSTS_NOT_VISIBLE
KLSRV_EV_MASTER_SRV_CONNECTED
KLSRV_EV_MASTER_SRV_DISCONNECTED
KLSRV_HOST_MOVED_WITH_RULE_EX
KLSRV_HOST_STATUS_CRITICAL
KLSRV_HOST_STATUS_WARNING
KLSRV_INVISIBLE_HOSTS_REMOVED
KLSRV_RUNTIME_ERROR
KLSRV_UPD_BASES_UPDATED
KLBL_

# Change Log

2.0.0
- Updated vendor actions lookup
- Changed the sourcetype renaming scheme to use types already defined in the raw data
- Removed previous sourcetype renaming scheme
- Moved field extractions from props.conf to transforms.conf
- Corrected event tag assignment
- Added several missing fields
- Added missing folder structure and files needed to pass Splunk App Inspect

1.0.2
- Added kaspersky:cef sourcetype
- Added malware and operations tags



          

      

      

    

  

    
      
          
            
  
Support


Bugs & Support Issues

You can file bug reports on our GitHub issue tracker [https://github.com/diogofgm/ta-kaspersky/issues], and they will be addressed as soon as possible.
Support is a volunteer effort, and there is no guaranteed response time.
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